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Programs Sometimes Grow Organically

* In a small community, rules—even unspoken rules
—are more likely to be interpreted consistently.

 What's needed?
— Where are the risks?

— What parts of the company are
under scrutiny?

e Consistency is much harder to achieve in larger,
more complex organizations.

e Without a formal program, companies can spend an inordinate
amount of time and effort reacting to litigation, investigation, audit.
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Building a Formal Records Program

e Certain Traditional Elements
Must Be in Place

— Identify record types
— Assign retention periods
— Suspend destruction if under legal hold
— Destroy at end of lifecycle
» Educate

e Audit to make sure the
system is working
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Records Management Fundamentals

A company and its Board were sued for material non-
disclosure.

The minutes of board meetings suggested that the
board was not aware of the bad news it was accused of
withholding.

Drafts (resurrected from 'deleted'’ files on hard drives)
proved that the Board had discussed the incident and
requested that it be removed from the minutes.
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Example — Offsite Storage

What do you do with records you don’t need to access frequently?

Can you find them when you need them? Are they keeping you from
getting to other records of value?

Are they secure and protected from moisture, extreme
temperatures, and mold?

Are they on a lifecycle? (If they don’t need to be kept forever, is
there a plan for their destruction?)
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We're here. Get used to it.

You will be expected to prove your company’s commitment
through traditional elements, such as a records policy.
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Is your program ornamental?

The company had to show that policy prohibited the illegal
actions of a rogue employee and produced copies of its
Code of Conduct.

The company could not produce evidence that the
employee had read and acknowledged the Code, or took
training on the legal subject.

As a result, the government did not believe that the
company had an effective compliance program, and
included the company in its indictment.
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Foundation Data Describes
Information and People
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Modern Requirements

Simply having a policy is not enough.
Stay true to the policy’s spirit.
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Who Speaks For The People?

Company wanted to implement a document
management system. Lawyers got hold of it and
made sure it covered every possible attribute of the
document it would contain.

Employees found it to be too much of a nuisance
and most refused to use the system.

Could have made it work by focusing on how people
really worked and what would address 80% of their
needs without trying for perfection.
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Symbolism, Context, Relationships Matter

» Everything you do should be with the employee in mind.

e Approach the program from their point of view.

— What do they need to
do their job?

— How can you make it as
painless as possible?
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Control Chaos

A large public utility (not EPCOR) was subpoenaed for
information regarding the historical addresses of certain
suspected felons.

The company's RM policy only covered "unstructured data" (i.e.
documents, emails, etc.) It took the company months and
months to sort through/recreate its historic systems to locate the
requested data.

Although the company worked steadily on complying with the
request, it could not give the court any prognosis with respect to
when the information might be forthcoming because it did not
know how to retrieve it or how long the retrieval would take.

—_—

A big identity theft bust in Canada lead police to discover that some
boxes containing customer personal data had been left out in an alley
by the mover when an insurance broker was moving from one office
to another.

The boxes were not labeled as important or sensitive.
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Control Chaos

Legal, business, and social landscapes are changing at a more rapid rate.
You won't be able to eliminate chaos. Control and guide it.
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Learning from Each Movement

1. Ethics and other fundamentals must be in place.

2. You will be expected to prove your company’s good
conduct through traditional elements, such as a
policy.

3. Don't lose sight of the real goals. A policy is not a
program. Make sure your policy is not dishonest
ornament.

4. Keep your program in context. Don'’t forget the
people.

5. The legal, business, and social landscapes are

changing at a more rapid rate. You won't be able to
eliminate chaos. Control and guide it.

@) SOCIETY OF CORPORATE ECEI;
COMPLIANGE AND ETHIGS \‘»... Gy wonw, corporatecompliance.org | +1 952 933 4977 or 888 277 4977

15

A Solid Model Has...

« Solid fundamentals

* Traditional elements

» Simple, logical design
» Usability

* Flexibility
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